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ABSTRACT 

Data confidentiality is a major security threat in cloud storage system. To perform computation 

securely Homomorphic encryption methodology ensures the confidentiality of data by several 

partially, somewhat and fully homomorphic encryption techniques. This paper discusses the 

technical implementation of various homomorphic encryptions which enables the researchers to 

build a secure cloud storage system. 

 

Keywords: Cloud storage system, Fully Homomorphic Encryption, partially Homomorphic 

Encryption.   

 

1. INTRODUCTION 

Homomorphic encryption is a form of 

encryption which allows computations on 

ciphertext.In modern communication system 

architectures Homomorphic encryption allows 

chaining of different services without. 

exposing the data. For example, a chain of 

different services from different companies 

could calculate 1) the tax 2) the currency 

exchange rate 3) shipping, on a transaction 

without exposing the unencrypted data to each 

of those services Thus Homomorphic  

 

encryptions are used in cloud 

computing environment for ensuring the 

confidentiality of data. In addition the 

homomorphic property of various 

cryptosystems can be used to create many 

other secure systems, for example secure 

voting systems, collision- resistant hash 

function, private information retrieval 

schemes etc 
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2. TECHNICAL OVERVIEW OF 

HOMOMORPHIC  ENCRYPTION 

TECHNIQUES 

There are several partially 

homomorphic, somewhat homomorphic and 

fully homomorphic encryption techniques 

available to perform computation securely in a 

cloud environment as stated bellow 

2.1 Partially  Homomorphic Cryptosystems.  

In the following examples, the notation  is 

used to denote the encryption of the message x. 

2.1.1 UNPADDED RSA 

If the RSA public key is modulus  and 

exponent , then the encryption of a 

message  is given by . 

The homomorphic property is then 

 

2.1.2 ELGAMAL 

In the ElGamal cryptosystem, in a cyclic 

group  of order  with generator , if the 

public key is , where , 

and  is the secret key, then the encryption of a 

message  is , for 

some random .The 

homomorphic property is then 

 
 

 2.1.3 GOLDWASSER–MICALI 

In the Goldwasser–Micali cryptosystem, if the 

public key is the modulus m and quadratic 

non-residue x, then the encryption of a 

bit b is ,forsome 

random .The 

homomorphic property is then 

 

where  denotes addition modulo 2, 

(i.e. exclusive-or). 

2.1.4 BENALOH 

In the Benaloh cryptosystem, if the public key 

is the modulus m and the base g with a 

blocksize of c, then the encryption of a 

message x is , for 

some random . The 

homomorphic property is then 

 
 

2.1.5 PAILLIER 

In the Paillier cryptosystem, if the public key 

is the modulus m and the base g, then the 

encryption of a 

message x is , for 

some random . The 

homomorphic property is then 

 

2.2 Fully And Somewhat Homomorphic 

Cryptosystems  

There are two types of homomorphic 

encryption: fully homomorphic encryption 

(FHE) and somewhat homomorphic 

encryption (SHE). Each type differs in the 

number of operations that can be performed 

on encrypted data. FHE allows for an 

unlimited, arbitrary number of computations 

(both addition and multiplication) to be 
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performed on encrypted data. SHE 

cryptosystems support a limited number of 

operations (i.e., any amount of addition, but 

only one multiplication) and are faster and 

more compact than FHE cryptosystems. 

2.2.1 Bootstrapping And Lattices  

One of the hindrances limiting the feasibility of 

FHE is “noise.” Noise refers to the distortion of 

ciphertexts (i.e., encoded text) that occurs after 

each operation (e.g., addition or multiplication) 

is performed. As more and more additions and 

multiplications are performed, the noise level 

becomes too high, and the resulting ciphertexts 

become indecipherable. Ciphertexts can be 

refreshed easily by decrypting them, but the idea 

behind homomorphic encryption is to not share 

the secret key required to do the decryption. 

 A process called bootstrapping is used to 

overcome this noise problem in SHE solutions. 

Bootstrapping modifies an SHE solution so it 

can homomorphically run its own decryption 

procedure by adding an encryption of the secret 

key to the public key is accomplished by using a 

sparse subset-sum problem (SSSP) or 

augmenting the public key with a large set of 

vectors so that a sparse subset of the vectors will 

add up to be the secret key. 

 The idea of bootstrapping calls for 

double encrypting the data and, as processes 

runs, removing a layer of encryption. Gentry’s 

bootstrapping procedure adds another layer of 

encryption after a few computations using an 

encrypted key to unlock the inner layer of 

scrambling. This process “refreshes” the still-

encrypted data and could allow for an infinite 

number of computations, effectively turning an 

SHE solution into an FHE solution.  

 

 

2.3 SYSTEM ARCHITECTURE 

Bootstrapping method modifies an SHE solution 

to homomorphically run its own decryption 

procedure by adding an encryption of the secret 

key to the public key 

 

2.4 RECENT TRENDS  

Advanced Research Projects Agency 

(DARPA) and the Intelligence Advanced 

Research Projects Activity (IARPA), issued 

Broad Agency Announcements (BAAs) for a 

solution that could perform computations on 

encrypted data (i.e., homomorphic 

encryption).In April 2011, DARPA awarded 

approximately $5 million to Galois, Inc. to be 

the research integrator for the Programming 

Computation on Encrypted Data (PROCEED) 

program. In December 2010, IARPA issued a 

request for proposals for a program called 

Security And Privacy Assurance Research 

(SPAR). The goal of the both programs is to 

make it feasible to execute programs on 

encrypted data without having to decrypt the 

data first. DARPA’s stated goal was to reduce 

the computing time for an FHE solution by a 

factor of 10 million 

2.5 CONCLUSION 

Researchers worldwide are actively engaged 

in trying to perfect a practical FHE solution. 

Recent breakthroughs include a homomorphic 

encryption scheme from Fujitsu using batch 

encryption vice the bit- level encryption 

usually seen in FHE solutions. Researchers 

from the Massachusetts Institute of 

Technology, the University of Toronto, and 
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Microso_ Research created a three-part 

encryption scheme that uses homomorphic 

encryption as well as two other cryptographic 

techniques to obtain a fully functioning FHE 

solution. 
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